The Aerospace & Defense Pb-Free Electronics Risk Management (PERM) Consortium

For over fifty years, the electronics industry has relied on Tin-Lead (SnPb) solder as the primary means of interconnection between electronic devices. The European Union’s (EU) Restriction of Hazardous Substance (RoHS) directive and other international and domestic mandates to eliminate materials deemed hazardous to health has recently forced the electronics industry to adopt solders and termination finishes free of Lead (Pb). While aerospace and defense electronics are excluded from these Pb-free mandates, many of their component suppliers are consumer electronics oriented companies, driven by the needs of volume customers. Commercial electronics companies demand RoHS compliance in order to enter/preserve European markets. Component suppliers sometimes provide existing products in a choice of two finishes, but usually only temporarily before converting to a single Pb-free (RoHS compliant) version. New components  are being introduced almost exclusively in Pb-free form. 

Nearly all parts and material suppliers and most board assemblers represent the lowest tiers of the global electronics supply chain. Avionics original equipment manufacturers (OEMs) and logistics, maintenance, and repair providers draw upon this global supply chain, along with a few captive aerospace suppliers to provide electronics subsystems to platform integrators and operators. This forces the highly demanding harsh environment applications to use components targeted for high-volume commercial markets, with far less demanding requirements. Aerospace and military electronics customers need some element of control over the manufacturing of the components for their systems. Manufacturing in the global electronics supply chain cannot be controlled by such low-volume players.

Avionics, defense electronics, and other high reliability electronic applications differ significantly from the vast majority of commercial and consumer electronic marketers. Field environments often include extreme temperature and humidity, high altitude, high levels of shock and vibration, underwater exposure, or the extremes of space. Product lifetimes are often measured in decades, rather than in years. Contrary to most commercial practices, maintenance and repair activities are routinely performed down to replacing individual components on circuit cards. These maintenance and repair activities often occur many years after initial manufacture, at varied and distant locations, and under the control of agencies not always under the direction of the original equipment manufacturer (OEM). Finally, failure of the equipment to perform may have dire consequences.

The reliability of SnPb interconnections is well known and fully meets the requirements of these harsh environment applications. Based on the scientific information available today, there are increased reliability risks in using Pb-free in high performance electronics. These risks include the spontaneous formation of tin whiskers from Pb-free tin (Sn) based finishes, reduced Pb-free solder joint integrity, reduced reliability by cross-contamination between the different solder alloys, and the potential component and board damage from the higher Pb-free processing temperatures.

The transition to Pb-free materials by electronics suppliers initiated a movement among high reliability OEMs to recognize Pb-free as a pervasive issue and to acknowledge that a collective approach was necessary to manage and mitigate Pb-free risk. After reviewing the situation, it was concluded that the risk remediation solution set was non-competitive since it involved the synthesis of numerous data sources. In addition, single company investment strategies to achieve this state were deemed to be cost prohibitive. Hence, early on in the awareness and risk mitigation approach to Pb-free electronics, the industry sought to develop inclusive collaborations to address and manage the risk. 
Adding to the Pb-free electronics challenge are cultural issues which are as complex as the technical issues. Due to the cross-cutting and multi-faceted technical issues, the first cultural issue encountered is that “this is everyone’s problem, therefore it’s no one’s problem.” As a result, finger-pointing ensues and mitigation time is lost.. Impacted organizations attempt to identify who should be responsible for dealing with the multiple Pb-free electronics issues, including who should provide requisite funding. This approach is not remedial or helpful.
Other fundamental Pb-free electronics cultural issues are embodied in the captured actual quotes of leaders in both government and industry:
“I have more important, immediate problems.”

“I cannot obtain funding for a research project for which there is no clear solution, no definitive schedule, and no grasp of the total funds required.”
“Show me the recent evidence that this is a problem that merits my attention.”

“We cannot share this with anyone.”

The Office of Naval Research (ONR) has pro-actively funded several ManTech projects that lead to the publication of “Lead Free Manufacturing for Navy Systems.” Other collaborations across industry, ONR, DoD, NASA, and AIA, resulted in the Pb-free Electronics in Aerospace Project (LEAP) and the cooperative Government/Industry Executive Pb-Free Integrated Process Team (ELF IPT) projects. LEAP focused on the development of standards and their publication. The ELF IPT focused on awareness, training, and policy.
In 2004, shared concerns regarding the impact of Pb-free technology on aerospace electronics prompted the formation of the Lead-free Electronics in Aerospace Project Working Group (LEAP-WG). This group was jointly sponsored by the Aerospace Industries Association (AIA), Avionics Maintenance Conference (AMC), and the Government Electronics and Information Technology Association (GEIA). It was an international working group that included active members from North America and Europe. Represented among the membership were most of the world's major aircraft manufacturers and defense contractors, many mid-tier suppliers, and relevant government/customer organizations.

The LEAP-WG integrated efforts with the DoD sponsored Executive Lead-Free Integrated Process Team (ELF IPT) in order to access government leadership and address the needs of government acquisition and logistics communities. The group worked from 2004 through early 2009 to develop a set of documents that provide guidelines and standard practices for meeting the Pb-free challenge and acceptable for use across our industry. These documents are being issued initially in the United States by the GEIA (now TechAmerica), and then submitted to the International Electrotechnical Commission (IEC) for adoption globally.

As of August 2009 seven standards and handbooks have been issued with one additional document still in progress and another under consideration. These documents are available at the AIA website http://www.aia-aerospace.org/resource_center/affiliate_sites/perm/archive/ 
They work in concert with other published Pb-free documents and address unique issues within the control of aerospace, defense, and other high performance electronics.

The LEAP WG and ELF IPT have evolved into the Pb-Free Electronics Risk Management (PERM) Consortium to provide a more formal organization that meets the needs of an expanding membership and a growing number of tasks. PERM establishes a more effective and coordinated interface with senior DoD and industry leaders for the purpose of developing, promulgating and implementing sound Pb-free risk policies. 

The goal is to respond better to the long-term risk from Pb-free solders and finishes. The purpose of the PERM Consortium is to provide overarching leadership and coordination of Pb-free electronics risk management activities for the aerospace, defense and high-performance (ADHP) community. A coordinated risk management approach for the transition to Pb-free electronics is needed in order to ensure the performance, reliability, maintainability, and safety characteristics required in aerospace and defense electronics.

The PERM Consortium is chartered by the Aerospace Industries Association (AIA) and includes support from DoD, DoE, FAA, NASA and industry. The PERM also has international support from agencies, companies, and academia. The consortium addresses research coordination, standards, training, communications, supply chain, advocacy, and international cooperation through dedicated task teams and advisory groups. 

In response to the future challenges for both the military and defense industries, what came to be called initially “the Pb-Free Electronics Manhattan Project” was proposed.  
(The historical WWII “Manhattan Project” approach was selected as a best practice for addressing pervasive issues facing the manufacturing and customer community.) 
The project is now called the Pb-free Electronics Risk Reduction Program.
The Electronics Manufacturing Productivity Facility (EMPF), through Navy ManTech funding, provided technical and project management to the various aforementioned organizations. 
The shift to the more robust PERM Consortium framework was driven by a clear sense that although both the LEAP and ELF IPT groups were doing good work to deal with the Pb-free electronics issues, the overall international strategic response was inadequate and poorly coordinated. The PERM Consortium concept was briefed to the Aerospace Industries Association’s Technical Operations Council (AIA TOC) in December, 2008 and was formally endorsed in January, 2009.
The PERM Consortium strategic management frameworks integrates the myriad of Pb-free electronics activities, including the industry, academia, consortium, and government sponsored projects which become united under the PERM Council.
The Pb-free Electronics Research Manhattan Project was planned as a multi-step Roadmap.  Phases I and II were funded by the Department of Defense. The Phase I report  identifies the current baseline best practices  used to deal with Pb-free electronics.
The Phase II effort (with its soon to be published final report), concluded in August, 2009,  developed a three-year roadmap of the time phased R&D projects recommended for risk reduction scheduled for execution during Phase III.  Phase II further articulated the gaps that exist in relation to the risks associated with the use of Pb-free electronics, and  recommends the necessary R&D tasks required to fill those gaps..
 The projects proposed in Phase II are expected to take three years to complete and will cost $95Million.  The gaps in knowledge are many, some as fundamental as not understanding the physics of what causes tin whiskers to grow.
The Pb-free Electronics Research “Manhattan Project” Phase I Report is available for download (http://www.navyb2pcoe.org/b2p_news_lfmp_pub.html).  
The second deliverable, prepared concurrently by the Navy ManTech’s Benchmarking and Best Practices Center of Excellence (B2PCOE), deals with the process aspect of the “Manhattan Project” serving as a framework to deal with complex, multi-disciplined technical issues. 

Membership in the PERM is open to all and all meetings are open to the public.  The third meeting was recently held in Oak Ridge TN at the Y-12 National Security Center.

For further information, see www.PERMPbFree.org or email: perm@permpbfree.org
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